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Privacy 

Safety 

Data Breach 

ID Theft Stalking 

Surveillance 

A large and growing market…  
…with big security problems 

60% 
US Adults 
Self-Track 
(Pew Research) 

485 million 
Wearable  

Computing Devices 
to Ship in 2018 

(ABI Research) 
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Your digital footprint will be everywhere! 

20% 
Login 

credentials in 
clear text 

(Apps that require 
login) 

14 
Domains 

contacted by 
apps 

52% 
Do not have a 
privacy policy 

123 
BPM 

23.56 
KM 

15.
8 
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On-­‐Board	
  
DiagnosGc	
  

AnG-­‐TheH	
  
System	
  

TelemaGcs	
  
Keyless	
  
Entry	
  

Tire	
  Pressure	
  
Monitoring	
  
Systems	
  

Transmission	
  Control	
  Unit	
  (TCU)	
  
Engine	
  Control	
  Unit	
  (ECU)	
  

Symantec	
  Has	
  Demonstrated	
  Numerous	
  VulnerabiliGes	
  in	
  Different	
  Vehicles	
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Millions	
  of	
  connected	
  (criGcal)	
  things	
  –	
  including	
  SCADA	
  Control	
  Systems	
  	
  

Known	
  unkowns:	
  

-­‐  VulnerabiliGes	
  and	
  cross-­‐vulnerabiliGes	
  

-­‐  Time	
  and	
  process	
  to	
  develop	
  patches	
  

-­‐  Time	
  and	
  process	
  to	
  deploy	
  patches	
  

-­‐  Threat	
  propagaGon	
  paIerns	
  

-­‐  Resilience	
  of	
  failover	
  soluGons	
  

-­‐  Real	
  risk	
  of	
  systemic	
  failure	
  



The	
  Overall	
  Threat	
  Landscape	
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A6ackers	
  Moving	
  Faster	
  	
   Digital	
  extorGon	
  	
  
on	
  the	
  rise	
  

Malware	
  gets	
  
smarter	
  

Zero-­‐Day	
  Threats	
   Many	
  Sectors	
  Under	
  A6ack	
  

5	
  of	
  6	
  
large	
  

companies	
  
aIacked	
  

317M	
  
new	
  

malware	
  
created	
  

1M	
  
new	
  
threat
s	
  daily	
  

60%	
  of	
  
aIacks	
  
targeted	
  
SMEs	
  

113%	
  
increase	
  in	
  
ransomware	
  

45X	
  
more	
  
devices	
  
hostage	
  	
  

28%	
  of	
  malware	
  
was	
  Virtual	
  

Machine	
  Aware	
  

24	
  	
  
all-­‐
Gme	
  
high	
  

Top	
  5	
  
unpatched	
  
for	
  295	
  
days	
  

24	
  	
  
Healthc
are	
  	
  

+	
  37%	
  	
  

Retail	
  
+11%	
  	
  

EducaGon	
  
+10%	
  

Govern
ment	
  
+8%	
  

Financial	
  
+6%	
  

Source:	
  Symantec	
  Internet	
  Security	
  Threat	
  Report	
  2015	
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Key	
  Trends	
  Reshaping	
  the	
  Enterprise	
  Security	
  Market	
  

RESURGENCE	
  OF	
  
ENDPOINT	
  

Rapid	
  shiH	
  to	
  mobile	
  and	
  IoT	
  

DISAPPEARING	
  
PERIMETER	
  

Decreasingly	
  relevant	
  with	
  “fuzzy”	
  perimeter	
  

RAPID	
  CLOUD	
  
ADOPTION	
  

Enterprise	
  data	
  and	
  applicaGons	
  moving	
  to	
  cloud	
  

SERVICES	
   Security	
  as	
  a	
  Service;	
  box	
  faGgue	
  

CYBERSECURITY	
   Governments	
  and	
  regulators	
  playing	
  ever	
  larger	
  role	
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Threat	
  ProtecGon	
  

ENDPOINTS	
   DATA	
  
CENTER	
  

GATEWAYS	
  

•  Advanced	
  Threat	
  ProtecGon	
  Across	
  All	
  Control	
  Points	
  
•  Built-­‐In	
  Forensics	
  and	
  RemediaGon	
  	
  
•  Integrated	
  ProtecGon	
  On-­‐Premise,	
  Virtual,	
  and	
  Cloud	
  
•  Cloud-­‐based	
  Mgmt	
  for	
  Endpoints,	
  Datacenter,	
  Gateways	
  

Unified	
  Security	
  AnalyGcs	
  Plalorm	
  

Log	
  and	
  
Telemetry	
  
CollecGon	
  

Unified	
  Incident	
  
Management	
  and	
  
Customer	
  Hub	
  

Inline	
  IntegraGons	
  
for	
  Closed-­‐loop	
  
AcGonable	
  
Intelligence	
  

Regional	
  and	
  
Industry	
  
Benchmarking	
  

Integrated	
  
Threat	
  and	
  
Behavioral	
  
Analysis	
  

InformaGon	
  ProtecGon	
  

DATA	
   IDENTITIES	
  

•  Integrated	
  Data	
  and	
  IdenGty	
  ProtecGon	
  
•  Cloud	
  Security	
  Broker	
  for	
  Apps	
  
•  User	
  and	
  Behavioral	
  AnalyGcs	
  
•  Cloud-­‐based	
  EncrypGon	
  and	
  PKI	
  

Users	
  

Data	
  

Apps	
  

Cloud	
  

Endpoints	
  

Gateways	
  

Data	
  	
  
Center	
  

Cyber	
  Security	
  Services	
  
Monitoring,	
  Incident	
  Response,	
  SimulaGon,	
  Adversary	
  Threat	
  Intelligence	
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57M	
  aIack	
  
sensors	
  in	
  157	
  

countries	
  

175M	
  	
  
endpoints	
  

182M	
  web	
  
aIacks	
  blocked	
  

last	
  year	
  

3.7T	
  
rows	
  of	
  telemetry	
  

100	
  Billion	
  	
  
more/month	
  

9	
  
response	
  centers	
  

500+	
  
rapid	
  security	
  response	
  team	
  

30%	
  of	
  world’s	
  
enterprise	
  email	
  

traffic	
  scanned/day	
  

1.8	
  Billion	
  	
  
web	
  requests	
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Threat	
  ProtecGon	
  Requirements	
  |	
  FULL	
  THREAT	
  LIFE-­‐CYCLE	
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Source:	
  Gartner	
  

PREDICT	
   ProacGve	
  risk	
  
analysis	
  

Predict	
  aIacks	
  

Baseline	
  
systems	
  

Prevent	
  issues	
  

Divert	
  
aIackers	
  

Harden	
  and	
  isolate	
  
systems	
  

Contain	
  
issues	
  

Confirm	
  and	
  
prioriGze	
  risk	
  

Detect	
  
issues	
  

Remediate/	
  	
  
Make	
  change	
  

Design/	
  
Model	
  
change	
  

RESPOND	
  

PREVENT	
  

DETECT	
  InvesGgate/	
  
Forensics	
  

Advanced	
  
Threat	
  

ProtecGon	
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   What	
  threats?	
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   What	
  security?	
  

3	
   What	
  public	
  policies?	
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Security	
  must	
  be	
  built	
  into	
  5G	
  upfront	
  

•  5G	
  Security	
  is	
  about:	
  
–  IdenGGes	
  
–  InformaGon	
  

–  Infrastructure	
  

•  5G	
  Security	
  must	
  be:	
  
–  By	
  Design	
  
–  Embedded	
  
–  End-­‐to-­‐End	
  
–  24/7/365	
  

•  5G	
  Security	
  will	
  require:	
  
–  More	
  data	
  collecGon	
  and	
  processing	
  
–  Automated	
  processing	
  and	
  decision	
  making	
  
–  Uninterrupted	
  internaGonal	
  data	
  flows	
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What	
  regulatory	
  framework?	
  

• Privacy	
  Law:	
  
– GDPR	
  will	
  have	
  enhanced	
  security	
  provisions.	
  

– But	
  only	
  personal	
  data	
  is	
  covered.	
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What	
  regulatory	
  framework?	
  

• Telecom	
  Framework:	
  
– Network	
  security	
  and	
  resilience	
  are	
  covered.	
  

– But	
  only	
  applies	
  to	
  publicly	
  available	
  networks.	
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What	
  regulatory	
  framework?	
  

• NIS	
  DirecGve:	
  
– Risk	
  management,	
  incident	
  response	
  are	
  in.	
  

– But	
  only	
  a	
  limited	
  set	
  of	
  sectors	
  is	
  covered.	
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What	
  regulatory	
  framework?	
  

• eIDAS	
  RegulaGon:	
  
– Risk	
  management,	
  incident	
  response,	
  reporGng	
  are	
  
dealt	
  with.	
  

– But	
  novel	
  trust	
  services	
  are	
  likely	
  to	
  emerge.	
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What	
  regulatory	
  framework?	
  

• Payment	
  Services	
  DirecGve:	
  
– Enhanced	
  security	
  rules	
  coming	
  for	
  e-­‐,	
  m-­‐	
  and	
  
online	
  payments.	
  

– But	
  these	
  won’t	
  cover	
  non-­‐monetary	
  transacGons.	
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What	
  regulatory	
  framework?	
  

• E-­‐Commerce	
  DirecGve:	
  
– SGll	
  a	
  sound	
  legal	
  basis	
  for	
  e-­‐commerce	
  in	
  general.	
  

– But	
  the	
  liability	
  regime	
  for	
  online	
  content	
  won’t	
  be	
  
relevant	
  or	
  suitable	
  to	
  many	
  IoT	
  applicaGons	
  of	
  5G.	
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What	
  regulatory	
  framework?	
  

• New	
  or	
  recast	
  legislaGon	
  might	
  be	
  necessary	
  
at	
  some	
  point.	
  
– Loads	
  of	
  consultaGons	
  are	
  underway.	
  
– Now	
  is	
  the	
  Gme	
  to	
  brainstorm.	
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Thank	
  you!	
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